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#PrivateNotPrivate Employee Electronic 
Communications

Twitter reported 175 million tweets each 
day. The social media giant Facebook aver-
ages 510,000 comments posted, 293,000 
statuses updated, and 136,000 photographs 
uploaded every 60 seconds.

With these numbers, it is easy to see 
how your business or your client’s busi-
ness will likely be affected by some form 
of electronic communication. It is also 
increasingly likely that you or your clients 
will be faced with potentially disciplin-
ing an employee over electronic commu-
nications. For example, a client was just 
told that an employee posted a harassing 
message to another employee on a social 
media site. The reported message is a clear 
violation of company policy and (gasp) 
was made on company time. Your client 
wants to pull the offending employee in 
and demand that he or she show your cli-
ent the posting. Before hitting the “like” 
button, there are several issues to discuss 
with your client.

The law limits how you obtain electronic 
communications, which include e-mails, 
text messages, or social media postings. 
In 1986, Congress passed the Electronic 
Communications Storage Act, referred to 
as the Stored Communications Act or SCA, 
in response to growing concerns about the 
law’s ability to protect the growing use of 
electronic communications.

It is a violation of the SCA for anyone in-
tentionally to access “without authorization 
a facility through which an electronic com-
munication service is provided and thereby” 
obtain, alter, or prevent “authorized access 
to a wire or electronic communication while 
it is in electronic storage in such system.” 18 
U.S.C. §2701(a). With this type of descrip-
tion, it is no wonder that the SCA has been 
noted as “famous (if not infamous) for its 
lack of clarity.” Steve Jackson Games, Inc. 
v. United States Secret Service, 36 F.3d 457, 
462 (5th Cir. 1994). Violations of the SCA 
can result in civil penalties of $1,000 or ac-
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Until a replacement 
law is passed, attorneys 
are faced with advising 
clients in this convoluted 
legal landscape.

According to statistics, an estimated 215.3 billion e-mails 
are sent and received worldwide each day. Snapchat houses 
approximately six billion videos. Instagram users upload 
an estimated five million photographs every day. In 2012, 
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tual damages, whichever is greater. 18 U.S.C. 
§2707(c). Courts vary in their interpreta-
tion of these statutory damages to be either 
a flat $1,000, $1,000 per login, or $1,000 per 
electronic communication accessed. (The 
Fourth and Eleventh Circuits require proof 
of actual damages for an award of com-
pensatory damages, as do a split of district 
courts.) In addition, the statute provides for 
an award of costs and attorneys’ fees. Re-
gardless of which circuit claims are brought 
in, the damages for violations of the SCA can 
be substantial, and employers should make 
every effort to avoid it.

Consider the number of text messages or 
personal e-mails that may be stored on an 
employee’s company cellphone. Consider the 
number of times an employee may return 
a company computer or cellphone without 
deleting all of the information stored on it. 
Given the vast number of communications 
and the remedies that the SCA provides, an 
attorney must be familiar with these rules. 
This article will offer the top tips for navigat-
ing the SCA and advising clients about em-
ployee electronic communications.

Have Policies Regarding Access 
to Electronic Accounts
An employer cannot create a policy opting 
out of the SCA. The employer can, however, 
provide itself with an additional measure of 
control and access over information stored 
on its computers and servers. A proper pol-
icy should advise employees that their com-
munications would be monitored and that 
e-mails are not private and are subject to 
viewing, downloading, and archiving. Here 
a strongly worded policy is better than one 
that is not because some courts find that 
merely knowing that a company was ca-
pable of monitoring electronic communi-
cations was not enough. Shefts v. Petrakis, 
758 F.Supp.2d 620 (C.D. Ill. 2010). This pol-
icy should extend to all devices connected 
to the employer’s server.

Rules on Accessing Electronic 
Communications
Advise clients to keep these five rules in 
mind: (1)  do not allow employees to use 
personal e-mail accounts to conduct busi-
ness and vice versa; (2) do not request pass-
words for personal accounts; (3) do not use 
saved logins; (4) do not share passwords or 
allow employees to share passwords; and 

(5)  deactivate employee passwords and 
access on separation.

Do Not Allow Employees to Use 
Personal E-mail Accounts to 
Conduct Business and Vice Versa
A real conflict arises when an employee 
either leaves or is terminated, and the 
employee previously used his or her per-
sonal e-mail address to conduct company 
business. Does the former employee have 
to delete all business e-mails upon his or 
her departure? Can the company access the 
former employee’s e-mail account to obtain 
business records? What happens if the com-
pany contact sends the former employee a 
business e-mail after the employee has left?

The U.S. District Court for the Western 
District of Virginia was recently forced to 
decide this issue in the case of Hoofnagle v. 
Smyth-Wyth Airport Commission, 2016 WL 
3014702 (Slip Copy) (W.D. Virginia 2016). In 
Hoofnagle, the plaintiff was a former airport 
operations manager for the airport. During 
his tenure as operations manager, the plain-
tiff set up a personal e-mail account, which 
he used to conduct both personal and air-
port business. The address was repeatedly 
published and held out to be the official e-
mail address of the airport. When the plain-
tiff was terminated, the airport commission 
accessed the plaintiff’s e-mail to recover the 
commission’s business records. Despite al-
legations that the plaintiff had provided the 
airport secretary with the login informa-
tion for the e-mail address, the U.S. District 
Court for the Western District of Virginia 
held that a genuine issue of fact existed per-
taining to whether the airport was autho-
rized under the SCA to access the e-mail.

As this case demonstrates, it is a best 
practice for companies not to allow or to 
encourage their employees to use their own 
private e-mail addresses, and instead to 
provide each employee with his or her own 
company e-mail address. A combination 
of this, and an effective digital use policy, 
as discussed above, will protect employers’ 
ability to access employee’s e-mails that 
contain business records after separation.

Do Not Request Passwords 
for Personal Accounts
Employers often want to request or to require 
employee login information for personal so-
cial media accounts as part of the applica-

tion or background check process. Some 
employers may engage in ongoing moni-
toring of employee accounts, particularly 
when an employee may be out an extended 
leave. While there is value in reviewing the 
information that employees put out into cy-
berspace, employers must be cautious about 
how they obtain that information.

The SCA only prohibits accessing an 
“electronic communication” without 
authorization. If an employee provides the 
login information, you have authorization, 
right? Not likely. The SCA is the Fourth 
Amendment probable cause and warrant 
equivalent for private parties. Just as the 
courts will not uphold “forced consent” to 
a search, the courts will not uphold “forced 
consent” to obtain or to review an elec-
tronic communication. Even if an employee 
provided his or her login information, a 
court will likely determine that the “con-
sent” was coerced if the employee was 
required to give the login information to 
be considered for employment or to main-
tain employment. You should also be cau-
tious of any applicable state laws because 30 
states currently have legislation prohibiting 
employers from requesting employee login 
information for personal accounts.

Do Not Use Saved Logins
Employers are increasingly providing their 
employees with personal cellphones and 
access to computers. Sometimes employees 
will save their usernames and passwords 
on these computers or forget to remove 
them from cellphones before returning 
them to a company. However, this over-
sight does not grant an employer consent 
to review an employee’s e-mails, text mes-
sages, or other communications.

This issue was addressed by the U.S. 
District Court for the Northern District of 
Ohio in the case of Lazette v. Kulmatycki, 
949 F. Supp. 2d 748 (N.D. Ohio 2013). In that 
case, Lazette was a former employee of Ver-
izon Wireless. After Lazette left Verizon’s 
employment, she returned her Verizon- 
issued cellphone, but she forgot to discon-
nect her personal Gmail account. Over the 
next 18 months, her former supervisor used 
the phone to read approximately 48,000 
e-mails on Lazette’s personal account. The 
district court denied Verizon’s motion to 
dismiss, holding that Lazette did not give 
her former supervisor permission to access 
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her e-mails merely by returning the cell-
phone with her personal e-mail account 
still active. As the district court found, 
“negligence is… not the same as approval, 
much less authorization.” Id. at 12.

A similar result was reached by the U.S. 
District Court for the Southern District of 
New York in Pure Power Boot Camp v. War-
rior Fitness Boot Camp, 587 F. Supp. 2d 548 

(S.D.N.Y. 2008). There, the court found that 
the employee did not actually store any of 
his communications on the employer’s com-
puters, servers, or systems. Instead, the 
communications were all stored on and ac-
cessed from a third-party communication 
service provider system. As such, while the 
employees e-mail address and password 
were saved on the employer’s computer, the 
employer’s access to the employee’s e-mail 
was a violation of the SCA.

Do Not Share Passwords or Allow 
Employees to Share Passwords
Just as employees should ideally each have 
their own private e-mail accounts, they 
should also have their own private log-in 
information. This step is necessary for an 
employer to protect itself from accidentally 
providing to employees access to informa-
tion that an employee is not authorized to 
access. When employers use common log-
in information, or when they share pass-
words among employees, employers lose 
control over which data or information 
employees see. Many times, for simplicity’s 
sake, employers will use common e-mail 

accounts, passwords, or both for their busi-
ness accounts. When possible, this prac-
tice should be avoided so as never to have 
a situation in which an employee or an 
employer has the ability to access informa-
tion that they may not have the authoriza-
tion to access. This is especially true with 
things such as common login information 
for generic company e-mail systems. It is 
important to ensure that each individual 
employee has his or her own individual 
log-in, and that log-in can only access that 
employee’s assigned account.

Deactivate Employee Passwords 
and Access on Separation
This tip—deactivating employee pass-
words—is not so much one that addresses 
employer compliance with the SCA, but it is 
an important tip for employers. If employ-
ers do not deactivate passwords or employee 
access upon separation, an employee can 
continue to use that information to log in 
remotely and potentially obtain confidential 
information. That said, employees should be 
aware that if they continue to use their em-
ployee access after separation, they may be 
in violation of the SCA and subject to lia-
bility as well. See Tech Systems Inc. v. Pyles, 
630 Fed.Appx. 184 (4th Cir. 2015).

Rules Related to Obtaining 
Electronic Communications
Employers will want to observe three rules 
related to obtaining electronic communi-
cations: (1) do not request that anyone turn 
over personal postings or emails; (2) do not 
create fake accounts; and (3)  take advan-
tage of public information.

Do Not Request that Anyone Turn 
Over Personal Postings or E-mails
It may seem obvious given the above dis-
cussion that an employer could not force 
someone to provide a private e-mail, text 
message, or social media posting. What 
may be less obvious is that an employer 
should not even request that someone turn 
over a private e-mail, text message, or 
social media posting (reading over the 
employee’s shoulder is equally frowned 
upon unless truly voluntary consent was 
given). Some courts find the request to be 
inherently coercive given the nature of the 
employment relationship. Other courts 
have found that directing a third party 

to access an account is no different from 
an employer accessing it directly. Shefts v. 
Petrakis, 2011 WL 5930469 (C.D. Ill. 2011). 
These rules hold true regardless of whether 
the electronic communication at issue is 
the employee’s own message or one that 
the employee received from a third party.

Does this mean that employees have free 
reign to send, text, or post whatever they 
want without fear of employers obtaining 
it? No. An authorized individual can vol-
untarily provide an employer with a copy 
of the e-mail, text, or post. However, the 
facts and the circumstances surrounding 
the disclosure must show that the provision 
was truly voluntary. If an employee comes 
to his or her employer with message in hand 
at the very first report, then there are likely 
no issues. If, however, an employer receives 
a report similar to the one in the initial ex-
ample in this article and an employee com-
plains about a posting but does not provide 
it, then the employer must tread carefully.

The best choice is to advise such an 
employer to tell the reporting employee 
that the employer will investigate the mat-
ter and that the employer is not requesting 
a copy of the message and the employee 
does not have to provide a copy of the mes-
sage, but if the employee wishes to do so 
voluntarily, it will assist in the investi-
gation. No disciplinary action should be 
taken against any employee for failing or 
refusing to provide an employer with a 
copy of any private e-mail, text message, 
or social media posting.

Do Not Create Fake Accounts
When it comes to fake accounts, there are 
two separate issue here. The first issue would 
involve an employer that creates a fake on-
line persona for itself to gain access to oth-
erwise restricted sites. Even if an employee 
voluntarily allows an employer access to re-
stricted messages under the fake persona, 
the courts will still likely find that the SCA 
was violated because the authorization was 
not knowingly and voluntarily given.

One of the best analogies for this exam-
ple is to the common law of trespass, in 
the analysis adopted by the Ninth Circuit 
Court of Appeals. Permission to access a 
stored communication does not constitute 
a valid authorization if it would not defeat 
a trespass claim in similar circumstances. 
Theofel v. Farey-Jones, 359 F.3d 1066 (9th 
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Cir. 2004). An employer cannot exploit a 
known mistake that relates to the essential 
nature of the employer’s access of the site. 
Id. An employee can voluntarily choose 
to give ABC Company access to his or her 
restricted social media postings or infor-
mation and in doing so defeat any potential 
SCA claim. However, an employee giving 
access to ABC Company masquerading as 
“Harry Scary” would not be considered a 
valid authorization under the SCA.

Authorization is also valid if an em-
ployee knowingly “friends” his or her su-
pervisor, even if the supervisor only made 
the request to monitor the employee’s social 
media page. The U.S. District Court for the 
District of New Jersey granted a summary 
judgment to an employer in a situation in 
which an employee provided unsolicited 
social media posts made by a coworker. Eh-
ling v. MonMouth- Ocean Hospital Service 
Corp., 961 F. Supp. 2d 659 (D.NJ 2013). In 
that case, Ehling knowingly and voluntarily 
“friended” a coworker who then had full ac-
cess to all of Ehling’s otherwise private Face-
book posts. Unbeknownst to Ehling, the 
coworker regularly took screen shots of the 
Facebook page and e-mailed them to man-
agement. When Ehling made a controver-
sial post about the shooting of a hate crime 
suspect, the hospital terminated her. Ehling 
filed suit, alleging that the hospital’s access 
of her private Facebook postings violated 
the SCA. The district court disagreed, find-
ing that the coworker was an authorized 
user who had authority under the SCA to 
provide the posts to the hospital voluntarily.

The second issue would arise when an 
employer creates an account as an autho-
rized third party with the full knowledge 
and permission of the third party. On the 
surface, this approach would seem less 
concerning because the third party was 
given access to the original communica-
tion and has voluntarily granted access to 
the employer. However, the issue is not so 
clear cut and may actually run afoul of the 
SCA. The Ninth Circuit Court of Appeals 
addressed this issue in Konop v. Hawaiian 
Airlines, Inc., 302 F.3d 868 (9th Cir. 2002). 
In that case, a pilot created a private online 
bulletin board where he could post com-
plaints about management and the cur-
rent union. He controlled access to the site 
by having a list of preapproved employees 
who were authorized to create an account. 

The terms and conditions for creating an 
account specifically stated that manage-
ment was not permitted to access the site, 
and authorized users were prohibited from 
disseminating the contents of the site.

Word of the site got back to the manage-
ment, which located two authorized users. 
One of those users had never been on the 
site, though he was on the list of approved 
people eligible to create an account. He gave 
management permission to use his name to 
create an account and access the site. Man-
agement created an account for him and 
reviewed the site. Konop filed suit under 
the SCA, among other laws. The district 
court granted a summary judgment to the 
employer. However, the Ninth Circuit Court 
of Appeals reversed the summary judg-
ment, holding that the employer’s access 
was improper, though not due to “forced 
consent” or trickery. Rather, the Ninth 
Circuit held that the employee was not an 
actual user of the site because he had never 
even been on the website. The SCA only 
permits “authorized users” of an electronic 
communication to grant others access to 
that communication. As the employee was 
not a user of Konop’s electronic bulletin 
board, he could not give others permission 
to access that site. There was no discussion 
of the second employee, who provided his 
log in information to management and had 
previously accessed the site. This latter sit-
uation would likely be appropriate as the 
individual was an “actual user” under the 
SCA and appeared to have provided access 
to the employer voluntarily.

If an employer will participate in a social 
media site and request access to its employ-
ee’s accounts, such access should only be 
requested under an account that clearly 
and correctly identifies the company or 
the name of the individual requesting 
access. If access is voluntarily granted to a 
restricted site or post, any information that 
an employer receives through that grant 
would not violate the SCA.

Take Advantage of Public Information
The SCA protects electronic communica-
tions that were intended to be private. It is 
not concerned with information that is made 
publicly available. If an employee has posted 
something on a website that is accessible to 
anyone (or anyone with an account, such as 
comments viewed on certain bulletin boards 

or comments to news articles), then an em-
ployer can properly review and rely on that 
information without running afoul of the 
SCA. This includes posts on internet blogs 
that are open to the public, posts to social 
media that are generally viewable without 
any type of authorization, and personal or 
other company webpages that do not require 
password access.

Rules on Conducting Searches 
for Electronic Communications
When conducting searches for electronic 
communications, clients will want to 
adhere to four rules: (1) use caution when 
accessing restricted web-based accounts; 
(2) know your search; (3) there is an excep-
tion for company- based email; and (4) the 
SCA protections covers employees and 
independent contractors alike.

Use Caution When Accessing 
Restricted Web-based Accounts
Any electronic communication in “elec-
tronic storage” is protected by the SCA. 
This definition covers the obvious things, 
including web-based e-mail such as Gmail, 
Yahoo, and Hotmail, or company- provided 
e-mail. It also indisputably covers online 
social media sites. The more difficult ques-
tion is to what extent other forms of web-
based or cloud-based software are covered.

The U.S. District Court for the North-
ern District of Illinois was faced with that 
question when a salon filed suit against its 
former director for accessing the compa-
ny’s cloud-based management software. 
Pascal Pour Elle v. Jin, 75 F. Supp. 3d 782 
(N.D. Ill. 2014). The court denied a motion 
to dismiss the complaint, finding that the 
cloud-based software had some vestiges of 
an electronic communication. Specifically, 
the software permitted direct e-mails and 
text messages to clients. While the district 
court was uncertain whether the complaint 

Software and technology 

 are constantly evolving, 

and doing so at a pace far 

more rapid than the law. 
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would ultimately be successful, the court 
permitted the claim to proceed because 
sufficient facts were alleged that the cloud-
based software was covered under the SCA.

Software and technology are constantly 
evolving, and doing so at a pace far more 
rapid than the law. Given this, it is not al-
ways clear how particular searches or access 
will be treated under the SCA. Generally, if a 
site has the capability of storing or sending 
private messages, then the site is likely cov-
ered by the SCA. If, however, the site does not 
have a private messaging capability, then the 
site is likely outside the coverage of the SCA.

Know Your Search
The SCA only covers electronic communi-
cations in “electronic storage.” “Electronic 
storage” includes any temporary, interme-
diate storage of a wire or electronic com-
munication incidental to the electronic 
transmission thereof” and “any storage of 
such communication by an electronic com-
munication service for purposes of backup 
protection.” 18 U.S.C. §2510(17). What con-
stitutes “electronic storage” is of much 
debate in the courts.

Unopened or unread messages stored on 
a web-based server are generally considered 
to be in “electronic storage”; the view is that 
they are in temporary, intermediate storage 
incidental to their transmission. Accessing 
this type of information without authori-
zation is in direct violation of the SCA. In 
contrast, information saved directly on a 
computer’s hard drive, a removable stor-
age device, or a cellphone is generally not 
covered as “electronic storage” because it is 
not being stored by an “electronic commu-
nication service,” but rather on the device 
itself. This type of information is outside 
the protections of the SCA. The hazy mid-
dle ground is the information somewhere 
in between. For example, what about an 
e-mail or text message that an employee 
read but did not delete?

The majority of courts agree that mes-
sages still saved in an employee’s inbox 
or phone, where the employee can access 
them again, are covered by the SCA. Most 
of those courts treat this storage as an unof-
ficial backup, which the SCA considers elec-
tronic storage. Other courts go into a more 
tedious and detailed analysis of how each 
server actually treats the message, whether 
the server continues to store a copy of the 

message after it is opened, or whether it is 
stored on an employee’s personal computer. 
The minority of courts draw a strong line 
between read and unread messages, con-
cluding that only those messages that are 
unread are covered by the SCA.

Items saved on an employee’s assigned 
work computer can be reviewed without 
violating the SCA (though other laws may 
still apply). Items saved on a server else-
where, or still saved on the internet, are 
likely covered by the SCA. If an employer 
wants to review an employee’s computer 
or company phone, be cautious of the 
types of messages being reviewed (com-
pany or private) and how those searches 
are being conducted (hard drive only or 
web-based).

There Is an Exception for 
Company-based E-mail
The SCA addresses the accessing, obtain-
ing, or reviewing of electronic communi-
cations that are sent through an electronic 
communication service. Typically, this 
term is limited to internet service pro-
viders, telecommunications services, 
and other entities that provide the actual 
service (compared to providing an item 
used simply to access that service, such 
as a laptop or cell phone). There is an 
exception to the SCA found in 18 U.S.C. 
§2701(c) that allows an “electronic com-
munication service” to access electronic 
communications. This limited exception 
can apply to a company that provides 
its own e-mail server, stores the e-mails 
on the company computer system, and 
administers the system internally. Fraser 
v. Nationwide Mut. Ins. Co., 352 F.3d 107 
(3rd Cir. 2003). It would also extend to 
permit a company to view text messages 
and cell phone-based communications 
when the employee composed or viewed 
them knowing that the cell phone com-
munications were routed through a mon-
itored company server. Shefts v. Petrakis, 
758 F.Supp.2d 620 (C.D. Ill. 2010).

If this exception applies, a company can 
review the e-mails on the company server 
without running afoul of the SCA (though 
a proper policy should still be in place). 
Note, however, that this exception would 
be limited to company e-mails coming 
through the company server and would 
not include separate web-based e-mail or 

electronic communications. So, for exam-
ple, a company that uses Gmail, Hotmail, 
Yahoo, or any other web-based e-mail pro-
vider for its e-mail would not fall under 
this exception.

The SCA Protections Cover Employees 
and Independent Contractor Alike
The discussion in this article has focused 
on employees and the employment rela-
tionship. However, the SCA’s protections 
are not limited to employer- employee rela-
tionships. Rather, the protections apply 
to prohibit access by “any person” to pri-
vate electronic communications of oth-
ers. Given this, the same laws, limitations, 
and practices would apply regardless of 
whether an employer wants to review the 
electronic communications of its employ-
ees or an independent contractor.

Conclusion
The SCA is the quintessential example of 
a square peg in a round hole. It was orig-
inally crafted to cover electronic commu-
nications at a time when there were no 
e-mail or text messages and the inter-
net was just beginning. The law has been 
amended several times since then to try 
to address varying issues faced by courts, 
but it largely remains a poor and confus-
ing fit for today’s technological world. Until 
a replacement law is passed, attorneys are 
faced with advising clients in this convo-
luted legal landscape.

For all of its twists and turns, the prin-
cipal rules underlying the SCA can be 
summarized by stating that any private 
communication on the internet can only be 
accessed with knowing approval by either 
the sender or a proper recipient. Communi-
cations that are not private or are not stored 
by a communications provider are gener-
ally beyond the SCA’s coverage. Likewise, 
posts to social media pages that are gener-
ally viewable and not protected by any kind 
of privacy restrictions, such as a require-
ment that a poster authorize viewing priv-
ilege or a requirement that a viewer log in, 
are ok for employers to access and review. 
Conversely, social media posts that are pro-
tected by privacy setting, or require autho-
rization by the poster for a viewer to see are 
under the coverage of the SCA and should 
not be accessed by an employer without 
proper authorization. 


